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## Exploiting Microsoft Office Applications
There are many methods of exploiting the
vulnerabilities in Microsoft Office (e.g., Word,
Excel, Outlook, Publisher, PowerPoint, etc.). All
of these vulnerabilities are exploitable if the user
is enabled to have remote access. * Word, Excel
and PowerPoint have [known remote code
execution vulnerabilities]( * Outlook can have [a
logic flaw]( that can result in arbitrary memory
modification if the user is tricked into opening a
specially crafted e-mail. * Publisher has a logic
flaw that can result in arbitrary memory
modification if the user is tricked into opening a
specially crafted file. There are also a few issues
in the Clip Gallery. First, there is a web-based
repository for Microsoft Office documents. A
malicious file can be added to the repository. If
the repository is accessed, it will allow the
attacker to upload a document to the system that
can run arbitrary JavaScript code. Another way of
exploiting Office is via a webpage. An attacker
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can create a simple webpage that uploads a
document to the repository. The attacker can then
use the repository to upload arbitrary documents
that can do whatever they like. The attacker can
also create a hyperlink to the repository. By
clicking the link, the user will be taken to the
document repository where an attacker can
upload a malicious document that can run
arbitrary code. This web-based method of
exploitation is also used by the Exploits::MacOSX
module, as described below. ## Exploiting
Microsoft Windows Applications There are also a
few ways of exploiting the vulnerabilities in
Microsoft Windows.
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